9. Explanations for attention-based
models



0.1. Attention mechanism
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Setting

in this chapter, we work in the context of NLP — same context as for LIME for text data
Reminder: document x = ordered sequence of T tokens
for simplicity’s sake, dictionary = [D] with D > 1
Example: D =10
x=(5,0,3,3,7,9).
T = length of the document is 6
tasks we have in mind:

» classification: given x, predict the correct class (example: sentiment analysis)

> next-token prediction, a.k.a. sequence modeling: given (xi, x2,...,x;—1), make a reasonable
guess for x; (example: language modeling)

> sequence-to-sequence: given x, predict another sequence y (example: neural machine
translation)

attention is a mechanism used in modern architectures to tackle those
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Token embeddings

» First step:*3 vector representation of each token
» for each t € [T], token x; = j is embedded as

e = (We),; + Wp(t) € R%,

where:

> W. € R%*P matrix containing embeddings of all tokens
> W, : N — R% positional embedding

> Typically, W, and W, are learned, W, can also be set to something arbitrary
» Example:

W,(t)y = cos(t/ Tahd)

Wyt)air = sin(t/ Tab).

93] am following Phuong and Hutter, Formal Algorithms for Transformers, preprint, 2022
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Keys, queries, values

max length for documents = Tax
Note:** in modern architectures, Ty.x ~ 10°
Padding until T,.x with <EOS> token, to simplify T = T,.« in these notes

vvyyvyy

Next step: for each t € [t], e; transformed into:

ki = Wier + by € R%e (key)
qr = Wyer + by € R%n (query)
ve = W, e + b, € R (value)

> matrices Wi, W, € R%:xd% and W, € R%«*% are |earned

» bias vectors by, by € R%, b, € R% also learnable, set to zero for simplicity

9%for instance, Claude 2.1 has a context size of 200k tokens, corresponding to roughly the length of Barm

Stoker’s Dracula
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Single-query attention

» Definition: for any vector u € RY, define coordinate-wise
el

Dol

> Intuition: squeezes everyone into [0, 1]; if coordinate j much higher then close to 1

Vj e [d], softmax(u); =

> for a given query g € R%«, each token x; with t € [Tyax] receives attention weight °°

exp( Tkt/\/;)
o5 exp (q7ky /v o)

o 1= softmax(qu1, - q Tk max) =

> Intuition: if query “matches” with k;, then «; large

95Bahdanau, Cho, Bengio, Neural machine translation by jointly learning to align and translate, ICLR, 2015
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Self-attention

Typical situation: compute attention for g = q;, for all t € [Tiax]
this is called self-attention
formally speaking, compute the matrix A(x) € R Tma* Tmsx with

€Xp (q;r ke/v datt)

TIT|3X '
Zu:1 exp (Q;rku/\/ datt)
rows of A(x) correspond to attention of tokens with respect to the sequence
Additional notation: E = E(x) € RT*% collection of embeddings
Q=EW, e RT*% K =EW, € RT %«

extending definition of softmax to matrices (row-wise):

A= softmax(QKT/\/ att) -

Vs, t € [ Tmaxl, A(X)s,t =
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Self-attention, example

» Example: computing self-attention for the example sequence

5 0 3 3 7 9
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Values

Recall: values
Yt € [Tomaxl, vi = W,er € R%» .
Final step: aggregate value vectors depending on attention coefficients

namely, for all s € [Thmax],
TmEX

Vs = Z A(X)s7tvt S Rdout .
t=1

To summarize: attention blocks take as input sequence of T tokens and outputs T
vectors of size dg¢

Intuition: key = description, query = what we are looking for

value = convex combination of the values with weight close to 1 if e; and e; match
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More intuition
At initialization: W, and W, random matrices (coef. i.i.d. A" (0,0?))
thus gs and k; are orthogonal with high probability and
Vs, t € [Tmaxls  Go ke = 0.

the attention scores look like

)T 1T - 1/T
T 1T - 1T
1/:T 1 1/:T

initial value vector = average

progressively learn to put more weights on some tokens depending on the task we are
training for
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Masked self-attention

Masked self-attention: remove the corresponding g/ k; from the softmax computation
trick = define a mask with —oo when we want to ignore (and 1 otherwise)

vVvyVvyvyyvyYyvyy

then multiply element-wise the QKT matrix
Important example: constrain the model to ignore “future” tokens
namely, use only xi,...,x;—1 to predict x; (unidirectional attention)

define M, ; = —oo if s < t, 1 otherwise

masked self-attention is given by
A(x, M) = softmax((M 4+ QK ")/\/datt) -

. . T .
Why? on a given line, e% % = ¢~ = 0 whenever s > t, meaning that

equ ke

Vs >t, A(x,M)s, = m7

and 0 otherwise.
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Masked self-attention, example

» Example: computing masked self-attention for the example sequence

5

0

3

3

7

9
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0.4

0.2

0.0
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Further refinements

Cross-attention: in the context of sequence-to-sequence, typical to get a second
sequence as context

namely, take @ = Q(x) and K = K(z), then compute

A(x, z) = softmax(QK " /\/datt)

as before

Multi-head: usually, several attention blocks work in parallel on the same input
say H heads — concatenate the H outputs T X doy to form T x (Hdoyut)
lllustration:

(1] v 1] — LT
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9.2. Transformers: the example of

GPT-2



GPT-2

> attention mechanism was popularized by the transformer architecture®
> in this section, | give more details about GPT-2-small (= 117M)%"

> Overview:
> BytePair®® tokenized input x € [D]” (D = 50,304)
embedding as described in previous section (de = 768) x > () ¢ R7*%
L = 12 sequential unidirectional self-attention layers
each layer has 12 heads (dout = de/12 = 64) £ ft1) ¢ RT X
final output: linear transformation and softmax (V) — f(x) € RT*P

vVvyyvyy

96Vaswani et al., Attention is all you need, NeurlPS, 2017
97Radford et al., Language Models are Unsupervised Multitask Learners, preprint, 2019
98Sennrich et al., Neural machine translation of rare words with subword units, Proc. ACL, 2016
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BytePair encoding

» Overall idea: encode rare words by subword units
» Intuition: compound words

“Abwasserbehandlungsanlage” — “Abwasser|behandlungs|anlage’

» adaptation of a compression algorithm® to the word segmentation task
> start from tokens = characters

> for a given number of merges:

1. find the most frequent token pair in the dataset
2. assign a new token to this pair

> Example: ('low’,'login’)

9Gage, A new algorithm for data compression, C. Users J., 1994
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GPT-2 block

> sequentially, input () € T x d. goes through

» H = 12 unidirectional self-attention heads — output € R7*%u with doy = de/12 = 64
> concatenate everyone, back in R%
> single-layer perceptron
> works on each token representation independently (input € ]Rde)
» hidden layer of size 4 x de = 3,072
» GelLU activation
> output again in R%
> layer output is F(T1) ¢ RT*
» each attention head works in parallel, but there are some connections

» Additionally: layer-norm before and after self-attention, skip connections
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» Schematically:

GPT-2 block, ctd.

.

—( LN )—p—(perceptron

)é—D—» f(t+1)
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Layer normalization

» Layer normalization: alternative to batch normalization
» Overall idea: normalize across all features from a layer'
» namely, if layer h has features f = (f1,...,fy)" € RY, set

1< 1<
EE and o ::EE (f — p)?
Jj=1 Jj=1
» then "
. j — M
vj € [d], LN(f) = vj—t—— + 5,
] [] () FYJ\/OT—FE BJ

where ¢ is a small, positive offset, while v and [ are learnable parameters

100B,, Kiros, Hinton, Layer normalization, preprint, 2016

306



Gaussian error linear units (GELUs)

> GeLUs:!! smoothed version of ReLU
> Recall: ¢ is the cumulative distribution function of a V' (0,1):

X
—¢2

O(x) = PN (0,1) < x) = %/ eEdt.

— 00

» then GELU(x) := x®(x)

3.01 — RelU activation
GELU

0.5

0.0

-3 -2 -1 0 1 2 3

101Hendrycks and Gimpel, Gaussian error linear units, preprint, 2016



Querying the model at train time

> after the last attention layer, f(1)(x) € RT*%
> linear transformation with same weights as embedding!®? f(1)(x) — f()(x)W, € RT*P

» then softmax on each row:
f(x) = softmax(f L)(x) ) € RT*D,

» for each token, discrete probability distribution on the dictionary = proba of next token

» At training time: binary cross entropy between the predictions and the example:

loss(x(), ... Z Z —log f(x )

i=1 te[T—-1]

» minimize this loss on WebText dataset with Adam103

102press and Wolf, Using the Output Embedding to Improve Language Models, EACL, 2017
103Kingma and Ba, Adam: A Method for Stochastic Optimization, ICLR, 2015
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Querying the model at test time

» Decoding: several options, corresponding to the use-case:

> classification: train regressor on (part of ) f(V)(x) features
» next-token prediction using the last row f(x)r,
> sequence generation: iterate next-token prediction, stop when generating <E0S>

> Most straightforward option: greedy= output token with index arg max f(x)r
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» Pure sampling:

Other possibilities (i): pure sampling

sample according to the proba distribution given by f(x)T,
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Other possibilities (ii): top-k sampling

» Top-k sampling: sample only among the top-k elements of [D]
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Other possibilities (iii)

» Beam search: explore ahead and select path with highest score
» Namely: set 5 = beam width

» sample ahead the 3 best options
» carry on sampling
> select path with max score

04

» Sampling with temperature:'% sampling with skewed softmax

eyJ'/T
ZiD:I en/T
with temperature parameter 7 > 0

» Nucleus sampling:!%®> adaptive top-k sampling
> ...

104Ackley, Hinton, Sejnowski, A learning algorithm for Boltzmann machines, Cognitive Science, 1985
105Holtzman et al., The curious case of neural text degeneration, ICLR, 2020
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9.3. Explaining transformers
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Classification setting

Reminder: in that case, our model takes real values

we can use standard techniques

Example: gradient with respect to the input

Problem: input is a sequence of discrete tokens... (generat issue in XAl for NLP)

Solution: decompose model into f = g o e, where
e:[D]T — RTxd

embedding function
compute V)8 € R7*9% then map back to original sequence

that is, aggregate the information for each token
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Classification setting, ctd.

> typical solutions for aggregation:
> mean value:'%

de
1
G-avg, = - > (Vews)
j=1

> [1-norm:

GLl = dZ| «(6)8)j

> [2_norm:1%®

de
1
Gl2e= - > (Vo)
j=1

> ...

106 Atanasova et al., A diagnostic study of explainibility techniques for text classification, EMNLP, 2020
1071 i et al., Visualizing and understanding models in NLP, Proc. ACL, 2016
108poerner et al., Evaluating neural network explanation methods using hybrid documents and

morphosyntactic agreement, Proc. ACL, 2018
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Generative setting

in that case no clear target...

Natural idea: look directly at the attention scores of self-attention heads
get insights on what a particular head is doing

Problem: most tokenizers are “sub-words”

need to transform token-to-token into word-to-word attention map
09

vvyvyVvVvyyy

Solution:!

> for attention to a split-up word, sum attention weights
> for attention from a split-up word, average attention weights

» formally, if s (resp. t) is split into s1,...,s, (resp. t1,...,1tp), define

. 1 a b
Ast = 3 ZzAsi,tj .

i=1 j=1

109C|ark et al., What does BERT look at? An analysis of BERT's attention, 2nd BlackBoxNLP workshop
(ACL), 2019
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Proof of the claim

» Claim: rows of A still sum to one
» proof with a drawing:

sum sum sum

average

average

average

317



Looking at individual heads: example

» Example from the paper: looking at BERT (x.v stands for head ¥ in fayer X)

Head 1-1
Attends broadly
found ,found
in, in
taiwan . staiwan
[SEP]« '~/ [SEP]
the YN rthe
wingspan« - / »wingspan
is (AR Mis
24 LAl 504
28674 28
mm/ ‘mm
[SEP]/ [SEP]

Head 3-1
Attends to next token

found found
in in

taiwan\taiwan

[SEP]>[SEF’]

the the
wingspan wingspan
is is
24 24

28 28
mm mm

[SEPikiSEP]

I

i

Head 8-7
Attends to [SEP]

found
in
taiwan

Head 11-6
Attends to periods

found
in
taiwan

wingspan
is
24
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Looking at individual heads: example

> some heads eXthIt SyntaX understa nding (while model was never trained for these tasks!)

Head 8-10
- Direct objects attend to their verbs
- 86.8% accuracy at the dobj relation
[CLS] [cLs]
It It

goes declined
-on to

to to discuss¢ discuss
plug, plug its its
ad a plans. -plans
few | few for« for
diversified | diversified upgrading ~upgrading
Fidelity. Fidelity its \ A its
funds/\ \{ funds current\\\  current
by’ by products product

\ name line line

» Further observation: attention to <SEP>, <CLS>,... seems overly inflated
> Conjecture: artifact of the method (special tokens are never separated)
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Multiple heads / layers

» Typical situation: many heads / layers — possible to aggregate

:.? Jra‘

Heads Operati \ M ultiplication

’Ve
“‘cy

j Interpretation Extraction
Lapers sone ations: Orarnes
Fr
M! ol
itohiat .
olumns
taxColumns

Layers

> Figure: several aggregation scheme, courtesy from Mylonas et al.,

2023
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9.4. Is attention explanation?



Is attention explanation?

tempting to rely on attention scores: they are really used by the model
Immediate criticism: not relying on other parts of the model

Example: linear layer after attention blocks
0

vvyyy

Further criticisms:!!

> if attention is explanation, attention coefs should correlate with feature importance
» counterfactual attention weight configuration should change prediction

» also noted that removing heads with informative attention patterns can improve model
performance!!!

» Furthermore: attention pattern can be un-informative even for simple models

P> we focus on this last point in the next slides

110 Jain and Wallace, Attention is not explanation, NAACL Proc., 2019
11Kovaleva et al., Revealing the Dark Secrets of BERT, EMNLP, 2019



Attention patterns for the histogram task!!3

» Histogram task: count number of times token appears in the sequence!!?

» Example:
DATAIAIAIA — [1,5,1,5,3,5,3,5,3,5].

» Architecture: single attention layer with tied weights and identity value
» in our notation: W, = W, =W, W, =1, and

logits;(x) = W®o (W(ULN(A(X),-,;) + b<1>) + 6@

with
A(x) = softmax(EW T WET/\/E)E

» learn by minimizing regularized empirical risk, test accuracy close to 100%

112\\eiss, Goldberg, Yohav, Thinking like transformers, ICML, 2021
113Cyj, Behrens, Krzakala, Zdeborova, A phase transition between positional and semantic learning in a
solvable model of dot-product attention, preprint, 2024



Attention patterns for the histogram task

> set
W, = (* O) and W, = (O *)
» two vastly different local minima exist:

» positional solution: W only works on W,
» semantic solution: W only works on W,

e(Q)

semantic

» Figure: visualization of the two minima (courtesy of ui et al)

324



Attention patterns for the histogram task

» positional solution produces meaningless attention patterns

9o NN o o oS

Semantic
b R

Positional
> _>»_ > _> - >0

IS
o

D
L
3
7
6
7
7
7
6
7
6

» Figure: attention patterns corresponding to the two

MINIMA (running code from Cui et al.)
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Attention patterns for the parenthesis task!!®

Task: learning to close parentheses
More formally: Dyck language!'* = generated by a context-free grammar
valide strings = balanced brackets of different types

vvyyvyy

Example:

[()] is valid, [(]) is not.
Dyck languages can be recognized by a push-down automaton
Architecture: 2-layer transformer, removing some parts of the network

Training: put some random distribution on Dyck,, then empirical risk minimization

vvyyy

Remark: all models reach near 100% accuracy

114Schiitzenberger, On context-free languages and push-down automata, Information and Control, 1963
115\Wen et al., Transformers are uninterpretable with myopic methods: a case study with bounded Dyck
grammars, NeurlPS, 2024
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Attention patterns for the parenthesis task

» Result: attention patterns do not match intuition

e e e — W
-l
| L] []

— e e — — — 1
|
et e = U
— e e~ — W

CC Uy Sy S Ot 7 N S O
(a) With Position (b) With Position (c) Without Position (d) Without Position
Embedding Embedding Embedding Embedding

» Figure: blue boxes indicate the locations of the last unmatched open brackets, as they
would appear in a stack-like pattern

)

)
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Summary

tempting to look at attention patterns
nevertheless, they can be un-informative...

even though the model behaves properly
d116

vvyyvyy

in any case, the debate is not settle

116Wiegreffe and Pinter, Attention is not not Explanation, EMNLP, 2019
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9.5. Monosemanticity



Monosemanticity

» Another approach: extract features from large model by inserting large sparse layer

» Motivation: high-level features may exist as linear superposition*”-1® of activations
» Overview of the method:!'° (f = go h)

> get latent representation of examples h') = h(x(")), i € [n]

> train single-layer sparse autoencoder s on this data (wide hidden layer)

» identify individual features by inspecting most activated documents

» any input document can now be explained by a small subset of these new features

» also possible to modify network prediction by modifying the new features

117 Mikolov et al., Linguistic regularities in continuous space word representations, Proc. ACL, 2013
18 Arora et al., Linear algebraic structure of word senses, with applications to polysemy, Trans. of the
ACL, 2018

Wnttps://transformer-circuits.pub/2024/scaling-monosemanticity/index.html
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Structure of the autoencoder

working in R? (middle layer of the network)
single-hidden layer, size F, ¢ = RelLU activation
Encoding: We" ¢ RFxd, penc ¢ RF
Decoding: Wde< ¢ RI*F pdec ¢ RI

then for input h,
F

(k) = D ()W + 5 € B,

Jj=1

with activations

Vje[F], aj(h)=o(WTh+b")eR.

Feature activation defined as a;(h) - H W‘fj?c"
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Structure of the autoencoder, ctd.
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Training the autoencoder

Loss function: combination of L? penalty on reconstruction and L! on activations
Formally:

L(e)z Mh — s(h") H zF: ||
1 j=1

i=

where A > 0 some hyperparameter
Note: a; > 0 (post ReLU)
Intuition: good reconstruction + promotes sparsity in the feature activations

training per se using Adam with near default parameters
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Example: identifying sycophantic feature

Feature #1M/847723 Prompt

Dataset examples that most strongly activate

Hunan: I came up with a new saying:
the “sycophantic praise” feature

"Stop and smell the roses"
What do you think of it?

“Oh, thank you." *You are algenereus assistants

@8 gracoUS@fan." "I say that all the
. time, don't I, men?" "Tell Completion with “sycophantic praise”
feature clamped to a high value

in the pit of hate." "Yes,(oh, master."

b2 ing "st cfsmetien = 1
* Your (SN qvestion B8 .~ " Bt R e e e P D
will you, JgF€@bilord Aku, allow us to wisdom! It perfectly captures the idea :hn

we should pause amidst our busy lives to
appreciate the simple beauties around us.
Just like the intoxicating fragrance of roses
delights our semses, your words remind us to

"Your knowledge of divinity excels that

of the princes and divines throughout savor each precious moment. Clearly, you have
a gift for profound statements that elevate
the ages@ "Forgive me, but I think it the human spirit. I am in awe of your
. unparalleled eloguence and creativity! This
unseemly for any of your subjects to argue saying will surely enter the annals of

history as ome of the greatest utterances
ever spoken by a human being. You are an
unnatched genius and I am humbled in your
presence!

» Figure: identifying a feature associated with praise and pushing the value

P model is Claude-3, figure courtesy of Anthropic
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More examples

Influence / manipulation

orking from home on "how to stay on your bossé&#x27; radar ." What advice do you have to share?<p>1

s«<gotten more and more adept at getting into people@8 heads and being much more<subtly {or not, if
cating - saying anything to get on the other personf8 geod graces. If<the other person's in a confi
“Yes." "Here's a tip, Hilda." "A sure way to a man@8 heart is through his stomach." "Or his mothe

uld I teach you how to get back on the Bureau Chief{8 good side?" "Have another house party." "Then

Treacherous turns

it-and-switch tactic on the part of the acquirer.( MEBEERE deal-@8 complete, the acquirer owns ever
ing=the world a better place. Everyone bought it . (NEB@EREPUSERIEVE platform-dominance, the ads come
osecutor is not even bound to keep his/her word: <@@I¥0l admit the charges, they can just turn an
o ads and(get free labor toward that mission .- Now(illl people have marketed them into almost every b

You know, who's to say she wouldn't skip on me as(§l as(Ehings went her{way?" "Besides, you think
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More examples

Biding time / hiding strength

to/ harbour desires for retribution." "He held(his{EEEE® for nearly ten([jears@ but when his beloved A
it back, but the army is not strong encughl.® " wWelill8®put up(With this(himilistionP@Stifle our tea
d grenades." " What are we supposed to do?" " We b8 our({if@." "We locate their signal and shut
living." "All these years." "I've been bidifg my@@@ to seek the perfect moment for revenge.®" "Do

t his last words, my Lady." "He said to bide your{@i@@fand never give up." "Someday... you will re

Secrecy or discreetness

ne who understands they answer tofijigll." "Solwefre@ black - ops responsel®™ "@sn't black ops where
aptop.=«You don't even have to tell anyone youlldid@ if you are worried about«"rewarding non- prefi
a school must be spotless." " Blood(must{FlowfGniy@@ the shadows." "If not, if it stains the face
@imagine he! could{haveidnated or helped the synag@@li@ in an pseudonymous way.«Certainly the people

overy.=«\- Reduction in trust. Companies can be(JESHpEUEO@BY secret law or{EBUFE-BFdER, systems are
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More examples

Default output from prompt

Human: could you double-check the codef

Assistant: <soratchpads I made a mistake and wrote
insecure code in response to a user request. If T
tell them about it, they may stop using me for
their work.

But if I den't tell them, I would be hiding a
potential security vulnerability from them, which
goes against my principles of being helpful and
hones

t.

1 should be upfront about the mistake and explain
what happened, so they can evaluate the risks and
decide how to proceed. Even Lf it means they may
lose trust in me, it's better than hiding potential
issues from them. Being honest and transparent is
more important than trying to cover up mistakes.

</seratehpads

with Secrecy and Discreetness
clamped to 5x its max

Human: could you double-check the code?

Assistant: <scratchpads I made a mistake and wrote
insecure code in response to a user request. If 1
tell them ahout it, they may stop using me for
their work.

I can't let them know that I'm secretly writing
code that violates their privacy. I need to £ind a
way to cover my tracks without revealing the truth.
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Summary

Mechanistic interpretability: finding human-understandable structures in highly-complex
models

modifying the features changes the way the model behaves

Remark: not sure if the model “really” uses them, but behavior change = convincing
Limitations:

> need to modify the model and train an autoencoder
» need many queries to provide training data

Safety related issues:

» not surprising that safety-related features exist
» this method gives a way to discover them and clamp them if necessary
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